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Abstract: This paper studies the stability and security of satellite network system to provide safe and reliable end-to-
end service for business. Considering jamming attacks and denial of service (DoS) attacks in the satellite network, a joint de-
tection security transmission scheme is designed according to the detection error accuracy to minimize end-to-end delay jit-
ter. We construct the security transmission optimization problem based on the optimal control strategy, and determine the
transmission path by combining the detection requirements as constraints. The optimal data transmission scheme is obtained
by the augmented Lagrange differential evolution algorithm. For the first time, the accuracy of anomaly detection is used as
a factor to determine the security path policy in this paper. When the network is attacked, the security control algorithm pro-
vides stable end-to-end services and the control policy dynamically triggers the anomaly detection, enabling the network to
actively defend. In this paper, 66 satellite constellations are constructed to simulate and verify the effectiveness of the pro-
posed secure transmission scheme in jamming attacks and denial of service attacks. The results show that using anomaly de-
tection error as a decision factor of secure transmission strategy can effectively improve the stability of network services.
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